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The Why



▪ Energy Sector

▪ Financial Services

▪ Food & Agriculture

▪ Government Facilities

▪ Healthcare

▪ IT

▪ Nuclear

▪ Chemical

▪ Commercial Facilities

▪ Communications

▪ Critical Manufacturing

▪ Food & Agriculture

▪ Dams 

▪ Defense Industrial Base

▪ Emergency Services

Presidential Policy Directive 21 (PPD-21):
Critical Infrastructure Security and Resilience
Defines 16 Critical Infrastructure Sectors 



Cybersecurity Threats to Critical Infrastructure



Cybersecurity Threats to Energy/Power



Cybersecurity Threats to Energy/Power



Cybersecurity Threats to Critical Infrastructure

“In 2019, OT targeting 

increased 2000% over  one 

year with more attacks on ICS 

and OT infrastructure than any 

of the prior three years. Most 

observed attacks involved a 

combination of known 

vulnerabilities within SCADA and 

ICS hardware as well as 

password-spraying.”

-- IBM X-Force, 2020



The What



Risk Management Framework (RMF) for 

DoD Information Technology (IT)

r2: July 2017

DoD Instruction 

8510.01

FISMA

NIST

NIST

RMF

The cybersecurity requirements for DoD information technologies will be managed through 

the RMF consistent with the principals established in National Institute of Standards and 

Technology (NIST) Special Publication (SP) 800-37 (Reference (c)).  DoD IS and PIT
systems will transition to the RMF in accordance with…

The RMF must satisfy the requirements of 

subchapter III of chapter 35 of Title 44, United 

States Code (U.S.C.), also known and referred to 

in this instruction as the “Federal Information 

Security Management Act (FISMA)…

PIT: Platform Informational 

Technology = Military OT

DoD

OT

DoD Military Mandate - RMF

IT



DoDI

8510.01

DoD

FISMA

NIST

NIST

RMF

OT

IT

UFC 4-10-06
Cybersecurity of 

Facility Related 

Control Systems
(FRCS)

CNNSI

1253

Description: UFC 4-010-06 provides requirements for incorporating cybersecurity into the design of facility-related control systems.

This UFC provides criteria for the inclusion of cybersecurity in the design of control systems in order to address appropriate Risk 

Management Framework (RMF) security controls during design and subsequent construction.

DoD Military Mandate – UFC for Architecture



Facility Related Control Systems (FRCS)

▪ Electronic – ESS (Government Furnished)

o Intrusion Detection System (IDS)

o Physical Access Control System (PACS)

o Video/CCTV (CCTV)

▪ Fire & Life Safety (FLS)

o Fire Alarm Reporting System (FARS)

o Fire Suppression System (FSS)

o Mass Notification System (MNS)

▪ Utility Monitoring and Control System (UMCS)

o Building Control System (BCS)  ** integrated into UMCS

• Building Automation System (BAS)

• Building Lighting System (BLS)

• Electrical System (ES)

• Water Meters

• Heating, Ventilation, Air Conditioning (HVAC)

» Subsystems: Boilers/Chillers/Chemical Treatment/Cooling 

Tower/Hydronic Pumps

▪ Utility Control (UCS)

o Enterprise Energy Data Reporting System (EEDRS) –

Electric/Gas Meters

25

Applies to any intelligent (programmable) system provided or modified by contractor.



Federal

• All new and active projects must 

apply RMF and NIST minimum 

requirements

DoD

• All new and active projects must apply RMF and NIST cybersecurity best practices

• All infrastructure projects must follow UFC 4-010-06

The What Summary:

Common Myths

• only applies if project started after RMF/UFC in effect

• only applies to systems connected to Internet

• only applies to systems connected to other network/systems

• only applies when contractor will supply new control systems or system 

components (modification of a system requires mitigation of cybersecurity risk 

during construction)



The How



Risk management framework (RMF)



UFC-4-010-06 CYBERSECURITY
PLANNING / 1391 DEVELOPMENT

1. Charrette

2. BOD

• Client Ownership

• Responsibility

• Networks / Devices

• Asset Groups – CIA

• Concept Diagram

• Demarcation (ATC)

• Interconnection

Cybersecurity Process Flow

15% Design

Affects Cost Estimates

dd1391 must include cybersecurity costs and statement of work/UFC requirement 



UFC-4-010-06 CYBERSECURITY
DESIGN BID BUILD

1. Charrette

2. BOD

3. Security 

Controls

4. Design 

Requirements

• Client Ownership

• Responsibility

• Networks / Devices

• Asset Groups – CIA

• Concept Diagram

• Demarcation (ATC)

• Interconnection

• Control Correlation 

Index (CCI) List

• One per System

• Div 25 Specifications

• System Specification 

Edits

Cybersecurity Process Flow

15% Design

30% Design

Follows normal design progression

UFGS: 

25 05 11 (one per system)

25 08 10 (one per new front-end)

25 08 11.00 20 (NAVY Only)

25 10 10 (one per front-end)



UFC-4-010-06 CYBERSECURITY
DESIGN BUILD RFP

1. Charrette

2. BOD

3. Security 

Controls

4. Design 

Requirements

• Client Ownership

• Responsibility

• Networks / Devices

• Asset Groups – CIA

• Concept Diagram

• Demarcation (ATC)

• Interconnection

• Control Correlation 

Index (CCI) List

• One Per System

• Project Objectives

• ESR

• PTS

• Commissioning

Cybersecurity Process Flow

15% Design

Not provided in RFP – Require by AE2 in 

design requirements

Follows normal design progression



Facility Ratings & System Classifications
Facility Rating:  MISSION SUPPORT

Owner System Group System C-I-A NOTES

TBD

UMCS

Electrical Systems (ES)

L-L-L

HVAC & Subsystems

Building Lighting System (BLS)

Water Meters

UCS

EEDRS (Enterprise Energy Data Reporting 

System) M-M-M Gas & Electric Metering

Generator & Battery System

BCS
Conveyance/Vertical Transport System 

(Elevators)
L-L-M

FLS

Fire Alarm Reporting System (FARS)

L-M-MFire Suppression System (FSS)

Mass Notification System (MNS)

ESS

Physical Access Control Systems (PACS)

Government FurnishedIntrusion Detection System (IDS)

Video Monitoring Systems/Closed Circuit TV 

(CCTV)



Analysis, Documentation, and Required

Client Approval

• Each CCI List (spreadsheet tab):  200-1400 

rows X 6 Network Levels

• One CCI List per System Group (HVAC, FLS, 

BAS, etc.)

• At least two UFGS Specs per CCI List

Security Controls ( CCI List )



Costs



Federal/DoD – 6% Fee Limitation

Not limited by 6%

“Back Page”

Pre-Design

4. UFGS 

Specifications

“Front Page”

Design

Limited by 6%



ARMY  

➢ $250k per Platform

Budget Guidance for Cybersecurity

NAVY

➢ Primary Facilities

➢ $100k for projects under $5M

➢ $250k for projects over $5M

➢ Supporting Facilities

➢ $100k for ECC <$10M

➢ 1% for $10M < ECC < $50M

AIR FORCE  

➢ $250k Non-Mission Critical and <= 50,000 sq. ft

➢ 2.5% ECC Non-Mission Critical and >= 50,000 sq. ft

HDR Opinion of Probable Costs 

(Sample CONUS Project Set)

➢ Variable up to $500k

➢ Dependent on number of systems 

and front-end connectivity/scope



• Direct Impacts:

• 25 05 11

• Up to 23 Submittals (18 core)

• Up to 3 PVTs

• Cyber Support Hours

• 25 10 10 

• Up to 16 Submittals

• Up to 3 PVTs

• 25 08 10

• Up to 4 Submittals

• Off-site Factory Test

• Documented Test Plans

Implementation Cost Impact (Contractor Costs)



Q&A


