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Purpose

This presentation offers some new ideas about resilience 
and how to curate a resilience toolkit

We will also answer the question: 
“What is resilience and how do I get some?



A case for a resilience toolkit



BOLTs: Basic One Line Takeaways
Four BOLTs:

1.  International events demonstrate value of resilience

2.  Huge amount of resilience tools & resources available

3.  Case studies demonstrate value of resilience tools

4. Resilience is scalable and starts at home

“Do not judge me by my success, judge me by how many times I fell down and got back up again.”
- Nelson Mandela



Presentation Overview 

1. Resilience defined
2. Building a resilience toolkit
3. Resilience case studies
4. Grass roots tips

Presentation Flight Plan



Resilience Defined

• Key questions
– What does resilience mean?
– How do we measure it?
– What is really critical?
– What scenarios do we plan for?
– Where do we invest our resources?

• The Tyndall Standard:  
– Old: Recover in weeks/years
– New: Rebound in hours/days

• Trends

“If I had only one hour to save the world, I would spend fifty-five minutes 
defining the problem, and only five minutes finding the solution.” 

Albert Einstein



Resilience Jeopardy

The definition for the term “Energy Resilience,” as seen in 
the Fiscal Year 2018 National Defense Authorization Act
What is…?
 A. The ability to bounce back after a disruption.
 B. Keeping the lights on.
 C. The ability to avoid, prepare for, minimize, adapt to, and recover 

from anticipated and unanticipated energy disruptions in order to 
ensure energy availability and reliability sufficient to provide for 
mission assurance and readiness, including mission essential 
operations related to readiness, and to execute or rapidly 
reestablish mission essential requirements.

 D. Never having to thaw out your frozen crow.



Rethinking Resilience

“The thing about resilience is that there is 
always another test looming on the horizon”



Threats to Infrastructure

• Human
• Accident
• Terrorism
• Cyber attacks

• Natural
• Storm
• Fire
• Flooding
• Freezes
• Failure due to age and long term weather exposure



Resilience = Response to Threat
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Source: NOAA National Centers for Environmental Information (NCEI) U.S. Billion-Dollar Weather and Climate Disasters (2022).
https://www.ncdc.noaa.gov/billions/

https://www.ncdc.noaa.gov/billions/


Five Air Force Rs of Resilience

1. Robustness
2. Redundancy
3. Resourcefulness
4. Response
5. Recovery



Final thoughts on Terminology

 The buzz behind the buzzword
 Everybody wants some…
 Another Definition: “Keeping the crow on ice” (version 5.0)
 Personal resilience 



Building a Resilience Toolkit

• Guidance
• Trends
• Resources

– Ingredients
– Building blocks
– Info resources

Munitions Storage Area Radio Replacement



Guidance About Resilience

• Quadrennial Energy Review
• TS&D infrastructure resilience, reliability and security
• Modernize the electric grid

• Presidential Policy Directive 21 (PPD-21), 
“Critical Infrastructure Security and Resilience.” 

• NOAA Climate Resilience Toolkit

• FEMP online “Solution Center”

• Army Installation Energy & Water Strat Plan

“The spirit of resiliency defeats all trials and tribulations.” 
Edmond Mbiaka



Resilience is about 
Mitigating Consequences

 Improve situational awareness 

 Plan for quick restoration

 Prioritize essential services

 Upgrade to resilient infrastructure

 Use high-tech emergency comms

 Partner locally and regionally

Source: National Infrastructure Protection Plan



National Infrastructure Resilience

Source: National Infrastructure Protection Plan



Guidance: Countermeasures

• Protection
• Processes
• Redundancy
• Technology



DoD Resilience Trends

“Energy availability and resilience define and enable the capabilities of 
weapons platforms, facilities, and equipment while remaining a substantial 
expense that competes with other investments in both manpower and 
equipment. These issues compel DoD to pursue cost-effective measures that 
increase energy resilience and reduce our cost of operations.”

2016 DoD Annual Energy Management & Resilience Report

• 500 fixed installations: 30% DoD energy use
• Must prepare for and recover from energy disruptions
• Ensure available, reliable and quality power to accomplish missions
• Properly size energy generation systems
• Pursue non-material & behavior-based solutions



The Challenge for DoD

• Difference between Effective Ops and Efficient Ops
• Military operations are inherently not efficient
• Must balance business case vs. reality of performance
• Cyber threats affect what can be done 



Some Industry Trends

Topics from recent conferences and workshops

• Model for real-time ops of water systems w/limited power
• Risk-based assessment of bridges to natural/seismic hazards
• Retrospective analysis of hydraulic bridge collapse
• Black Sky Hazards Resilience Planning
• Water Supply Damage, Recovery and Lifeline Interaction in 

an Earthquake Sequence
• Mapping Slope-Failure Susceptibility for Infra Mgt
• The Core Competencies of Resilience



Ten Ingredients for Infrastructure 
Resilience

System Configurations:
1. Planning and Design – single vs redundant system, microgrids
2. Technology – manual vs cyber-secured automations
3. Construction – safe, weather-hardened, wildlife-protected
Operations:
4. Preventative Maintenance – early response to problems 
5. Operations Support – SMEs, tools, and management
6. Dedicated Work Force – Trained workforce ready to respond
Technical Support:
7. Standardization – streamlined response to problems
8. Training – develop and maintain trained workforce
9. Record Drawings – Accurate maps during crisis response
10. Reliability Analysis – tailored upgrades to address real issues



Building Blocks of Microgrid

1. Smart 
Distribution 
System

2. Onsite Energy 
Resources 

3. Microgrid
*What is required?
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Scaling Resiliency

 Loops and redundancies 
with manual switching some 
what improves resiliency for 
local outages

 Loops and redundancies 
with automated switching 
significantly improves 
resiliency for local outages

 Loops and redundancies 
with local energy resources 
and microgrid capabilities 
ensure highest level of 
resiliency – but at what 
cost?
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Information Resources

• DOE Federal Energy Management Program (FEMP) 
• DOE Office of Energy Efficiency and Renewable Energy
• Resilient-energy.org (USAID-NREL Partnership)
• State energy resilience programs (sometimes under DEQ*)
• Ready.gov Community Preparedness Toolkit
• Communities of Practice (Enviro, Asset Management, Energy)

Personal resilience can be contagious 



Resilience Case Studies

• Automation
• Infrastructure redundancy
• Emergency generation and focused grids
• Reducing outage frequency, impact, and duration

Many examples of how resilience tools work.  We’ll highlight a few: 



Making an AFB Resilient

• Two Hill AFB projects in September 2017
• Munitions Storage Area Automation 

• Motorized & automated switchgear
• Real Time Automation Control (RTAC)
• Secure system radio comms

• UTTR Munitions Storage Area
• Redundant transformer system
• Same control features as HAFB MSA
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Case #1: Munitions Storage Area 
Power Distribution

• Introduce loop of five (5) motorized switches
• VFI technology
• Old: Fault reverberated back to substation
• New: Localized impact, quickly resolved
• VFI switches isolate problems
• RTAC reflows power
• RTAC is the “brain” 

RTAC Motorized VFI Switch



Power “Save” in Munitions Area
• On 8/7/21 a government-owned power cable near the airfield failed, causing a 

fault in Hill AFB electrical distribution system near Munitions Storage Area (MSA).
• CLP automation system immediately detected & isolated fault...reflowed power   

– System prevented outage to hundreds of buildings.
– CLP crew on site before customers knew of outage.
– Troubleshooters knew fault location before arriving.
– Normally Substation #2 feeds power points ABC   

and Substation #3 feeds power at point D & toward C.
– After restoration, Sub #3 fed entire MSA: DAB.

• Automation reduced outage scope and duration.
• Prior to system upgrades, fault would have shut 

down feeder 2C & much of MSA for over an hour. 

Photo of system display during outage…
Yellow boxes highlight the fault. 

Green lines show power is not flowing.

Normal system display after outage…
Red lines show power flowing

Before: Normal flow A B C After power restoration: D A B



MSA Normal Configuration

Power Flow = Motorized Switch 

Substation 2

Substation 3



MSA Reaction to a Fault

Power Flow = Motorized Switch 

Fault!

Substation 2

Substation 3



Reconfigured Power Flow
Thirty Seconds Later…

Power Flow = Motorized Switch 
(red=closed, Green=Open) 

Substation 3

Substation 2



Case #2: UTTR MSA 
Power Platforms



33

UTTR MSA Resilient Power  

• Old model: Transformer bank at each building
• Now: Paired transformers (TA & TB) at platforms

• Four (4) buildings fed from a typical platform  
• TB picks up load if TA goes down  

Single Line Drawing of MSA Power Platform

TA TB

From
Electrical 
Substation
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New UTTR Power Platforms  

• Nine (9) platforms replace 50+ transformers
• Each platform fed via tri-pole layout w/recloser



Normal UTTR MSA Power Flow 
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System Reaction to a Fault
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Reconfigured Power Flow
Thirty Seconds Later…
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“Put the TEST back in UTTR”



Save at Little Mountain
• On 10/6/21 an evening storm knocked out the commercial power feed to Little 

Mountain Test Annex in Ogden Utah.  Commercial utility reported fire on a pole.
• CLP automation system detected the outage, started the emergency generator 

and transferred power.

• CLP’s automated system alerted crew & leaders.
• Remote status checks allowed frequent monitoring.
• CLP generator powered LMTA for over 16 hours.
• No LMTA power outage was ever reported.

• Automation averted a power outage.
• Properly maintained system provided continuity of power flow & mission support

Weather and infrastructure increase risk of 
commercial power outages
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Return on Investment 

• Minimize outage impacts
• Old: Squirrel takes out 90 buildings
• New: Self aware system finds problem & reconfigures

• Real time alarms with trouble location and guidance for 
responding crew members

• Now few (if any) buildings down until crew arrives

Automation Improves Resilience 



Trend is reduced customer-minutes out…January 2022 SAIDI = 21 min

SAIDI Goal < 106 min

Results! CY 2021 Reliability 



Trend is increased power availability for the mission

CY 2021 HAFB Reliability Data
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HAFB Electrical Reliability

• Reliability target for SAIDI: < 106 (7,700 cust. min/month)
• Target for ASAI: Four 9s = 99.99% reliability

Our Tech and Our O&M/Recap is Working!

Year
Unsched 
Outages

Customer 
Minutes

Rolling 
ASAI

Rolling 
SAIDI

2015 43 153,027.00 99.9667 174.89
2016 42 121,700.00 99.9736 139.09
2017 42 88,714.00   99.9807 101.39
2018 21 31,058.00   99.9932 35.49
2019 32 50,375.00   99.9890 57.39
2020 25 70,588.00   99.9847 80.55
2021 12 19,530.00   99.9958 21.95
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Applications at Other Sites

• Infrastructure alerts when attention is needed
• Enable system to discover problems early
• Apply tech to improve system understanding
• Automate systems where it makes sense
• Prepare systems for future microgrids

Smart System Heals Itself



Grass Roots Tips

• Keep a list of energy resilience resources 
• Adopt best practices
• Use System Asset Management
• Track performance metrics
• Share your stories
• Resilience starts at home.  Be a resilience beacon…

– Where are your flashlights?
– How much water and food do you store?

• Stay in touch with communities of interest like SAME Resilience!
– Another list of resilience resources on SAME COI website
– Look for nexus in other communities of interest

Pro Tip: Schedule time each week to review activity on SAME.org



Resilience is Personal & Scalable!



Best Practices & DoD Trends

• Pull the Plug exercises make it more realistic
– Generators don’t start
– Here’s a surprise: people don’t maintain our UPS systems!

• Energy funding leaning less toward “payback” and 
more toward increasing resilience
– Tough to quantify or measure
– Win-win: savings and resilience 



Future Resilience Game Changers

• Fleet electrification
• Energy storage
• Nuclear energy



Thank You
Thank you for letting us 

share our story with you.



Discussion/Questions



Narrow the focus: Measuring Electrical Performance

 The Mission: Deliver Max minutes to customers
 All key metrics depend on this number
 Reliability is about power being available 

 SAIDI = Cust Minutes Out/ Total # of Cust
 Average minutes out in period for a random customer

 CAIDI = Cust Minutes Out/ # of Cust Out
 Average minutes until service restored 

 ASAI = Minutes Delivered/Minutes Promised
 How close to perfection the system got

Track Performance Metrics
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The Need for HAFB Resilience

• Sensitive material in Missile Storage Area
• Facility systems need reliable power 
• UTTR in remote section of Utah

• Nearest homes 40+ miles away
• Less “eyes-on” than average installation
• Single commercial power feed
• Emergency genset at substation as alt power source

• Historic problems w/UTTR emergency genset
• Animal-caused outages in area of Munitions Assembly, 

Maintenance and Storage (MAMS1) 

“On a rattlesnake speedway in the Utah desert…” 



Energy Resilience Evolution

• Presidential Policy Directive 21 Definition in 2013 
•Ability to prepare for and adapt to changing conditions and 
withstand and recover rapidly from disruptions”
• “Includes the ability to withstand and recover from deliberate 
attacks, accidents, or naturally occurring threats or incidents.”

• “Mitigation, response and recovery activities contribute…”
• Why: frequency of extreme weather events increasing
• And then?: Use tech, policies, information, & stakeholder 
engagement to strengthen energy sector resilience
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