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| Our Mission |
Our Mission is to be a company that supports 

and sustains a safe return of our nation’s warfighter, astronaut, 
and deployed civilian through our daily efforts and driven
success to exceed customer expectations.

| Our Vision |
Our Vision is for our employees to lead with

ethics and to focus on developing innovative and efficient
processes that will directly benefit our customers and their
overall goals – from national security to geospatial research 
and development.

| Our Values |

Responsive.

Reliable.

Resilient.

513 Madison Street SE 
Huntsville, AL 35801

www.martinfed.com

100 Research Blvd.
Suite 215 Starkville, 

MS 39759

http://www.martinfed.com/


| Our Locations |



What Does a Data Breach Look Like?



Malicious 
Insider

Negligent 
Insider

Criminal 
Hackers

Hacktivists

Cloud or 3rd

Party 
Compromise

The Threat Environment
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• Unwary insiders susceptible to 
attacks that exploit traditional 
security controls (e.g. spear phishing)

• Users who fail to embrace “culture of 
security” will find ways to circumvent 
‘inconvenient’ security controls

• Patience is a virtue. Tactics have 
evolved from “hit and run” to 
“infiltrate and stay”

• Industrialization - Black market exist 
for all types of personal information

• Proliferation of mobile platforms and 
BYOD policies creates new vectors

• Growing incentive for insiders to 
abuse access to sensitive data for 
financial gain

• Disgruntled current and former 
employees exploit back-doors

• Theft of Intellectual Property 
Security compromise 

• Loss of sensitive 
client data

• Infrastructure downtime 
may lead to Dependent Business 
Interruption claim

• Intent is to disrupt and/or embarrass 
a target



Vulnerabilities Around Employee Behaviors of Using 
Technology

82% 41% 22%

32% 31% 34%

Use their work 

computer or cellular 

device to access 

confidential company 

information

Log into their work

computer or cellular device 

using an unsecured public 

network (Wi-Fi)

Of employees have read 

and understand their 

company’s policies 

regarding data privacy and 

information security

Use personal computing 

devices that have not been 

approved by their 

company’s information 

technology (IT) department 

to do work at home

Share personal

information (e.g.,

birthdate, employer name, 

job title) in profiles on 

social media sites

Use their work computer 

in public settings (e.g., 

while commuting, on 

airplanes/trains, at cafes)



Personal Tasks and Security Measures

If you didn’t ask for it, don’t open it

If you download an application, keep it updated

Keep your anti-virus updated and running

Each account should have its own password

Double-check suspicious requests

Use your head

Report it
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Cyber Defense & Response 

SIEM (Security Information and Event Management)

SOC/CSOC (Security Operations Center)

Endpoint Protection/Anti-Virus

Threat Hunt 

Incident Response

Digital Forensics

Insurance and Reporting
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Cybersecurity Industry Overview

• 80% of the Cybersecurity industry is simply 
marketing material

• Everyone needs to understand the questions to ask 
around Penetration Testing and Vulnerability 
Scanning

• THERE IS NO SILVER BULLET 







ICS/SCADA/OT and the 
Risk Management 
Framework

• RMF is derived from NIST SP 
800-53 (212 controls)

• RMF is not an easy process 
for ICS/SCADA/OT 

• RMF is not an easy process 
for Legacy Systems

• RMF is not an easy process



RMF Steps



• Compliance does NOT equal security

• Focus should be on the intent of the standards

If you implement security from the start of the process, compliance will be a natural 
outcome.

Compliance vs Intent
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