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M iss ion A ssurance Directive – DoDD 3020.40

• DoD uses  M A  as  a process  to protect or ensure continued 
function and res ilience of capabilities  and assets  by refining, 
integrating, and synchronizing aspects  of DoD security, 
protection, and risk-m anagem ent program s directly relate to 
m iss ion execution

• M A  includes  the synchronization of security, protection, and 
risk-m anagem ent program s through M A  will result in a m ore 
com prehens ive understanding of risk to m iss ion that will 
inform  the infrastructure support to CCM D plan developm ent

• Antiterrorism / Force Protection
• Defense Security Enterprise 
• Emergency Management
• Continuity of Operations

• CBRNE survivability / preparedness
• Force Health Protection 
• Cybersecurity 
• Critical Infrastructure Protection / Resilience



M iss ion A ssurance Construct – DoDI 3020.45

• E stablishes  policy, 
ass igns  
responsibilities , and 
provides  procedures  
for the establishm ent 
and execution of the 
M iss ion A ssurance 
Construct.



T he A ssessm ent Process

• B egins  with the 
Identification Process  which 
serves  as  the asset 
criticality assessm ent.

• T hrough the lens  of the A ll 
Hazards/T hreat A ssessm ent 
(A HT A ), which includes  all 
hazards  and threats , 
capable of caus ing dam age 
to an asset or supporting 
infrastructure.

• R esulting in a vulnerability 
assessm ent which provides  
ins ights  into risk to m iss ion.
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T he A ssessm ent M ethodology

• A n on the ground assessm ent that evaluates  
vulnerabilities  given the current posture through the 
lens  of the hazards  / threats  that are known or have 
been predicted to occur 

• T he vulnerability assessm ent includes  an assessm ent 
of critical infrastructure that could result on m iss ion 
failure if com prom ised

• Observations  based on regulatory guidance from  DoD, 
S ervices , Interagency S ecurity Com m ittee (IS C), and 
profess ional expertise

• R isk m itigation based on regulatory guidance and best 
practices  found throughout DoD and industry
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2020 DoD M iss ion A ssurance B enchm arks
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SE – Security Engineering
STR – Structural
UT – Utilities
EP – Electrical Power
EMP – Electromagnetic Pulse
WTR – Water and Wastewater
FP – Fire Protection
POL – Fuels
NG – Natural Gas
HVAC - HVAC

Inform ation 
S ecurity

Force Health 
          Protection

IS FHP

C-sU A S
Annex 2

Ins ider T hreat

Annex 1

      Antiterrorism         Physical Security
Emergency 

Management         CBRNE

Continuity of
        Operations

Comm & Network
                Infrastructure

Cybersecurity
                    Operations

AT

COOP

PS EM CBRNE

CYBER
OPSCOMIF Supporting

              Infrastructure

Supt 
Infra

Transportation
                    Operations

TRANSChemical 
               Infrastructure

CHEM
       Munitions Operations

MO

S upporting 
M aterial .         and 
S ervices

SMS M iss ion 
A ssurance

MA

Operations
              S ecurity

OPSEC



E ngineering S pecific B enchm arks

S ecurity E ngineering:
• M ail Handling Facility
• Perim eter S tandoff
• A CP/E CP Des ign
• Facility S tandoff
• B arrier Plan
• Facility Protection
• S ecurity E ngineering 

T raining

S tructural:
• U FC/IS C Com pliance
• Facility 

Drawings/Docum entation
• B uilding Des ign and Condition
• S tructural Loading
• E xpeditionary S tructures
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E ngineering S pecific B enchm arks

U tilities :
• Collocated U tilities
• Docum ent M aintenance
• Contingency R esponse 

Plans
• Industrial Control S ystem s
• S upporting Infrastructure 

Dependencies

E lectrical Pow er:
• Installation E P S upply
• E P M aintenance
• E P S ystem s for Critical 

A ssets
• B ackup Power
• U ninterruptible Power 

S upply
• E xpeditionary Power
• E lectrical G rounding
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E ngineering S pecific B enchm arks

E lectrom agnetic Pulse:
• E lectrom agnetic 

E nvironm ent
• E M P Protection 

M aintenance
• E M E  T raining
• E lectrical G rounding
• E lectrom agnetic Hardening

W ater /  W aste W ater S ystem s:
• W ater and W astewater S ystem s
• W ater and W astewater 

M aintenance
• E xpeditionary W ater Protection
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E ngineering S pecific B enchm arks

Fire Protection:
• Fire Com m unication 

Center
• Fire Protection 

Infrastructure
• Fire Protection
• Fire Detection
• Fire Protection Inspection
• Fire R isk M anagem ent
• Fire S uppress ion
• Fire A larm ing

B ulk Fuels  /  POLs
• POL S upply
• POL S ystem  

M aintenance
• POL for Critical A ssets
• Fuel S torage &  Distro 

Protection
• Fuel S torage &  Distro
• E xpeditionary Fuels
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E ngineering S pecific B enchm arks

N atural G as :
• N G  S upply
• N G  M aintenance

HV A C
• Installation HV A C S upply
• HV A C M aintenance 
• HV A C for Critical A ssets
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E ngineering S pecific B enchm arks

T ransportation Ops :
• Docum entation of 

T ransportation
• N etwork Capacity
• T ransportation A sset ID
• Protection Planning

• A viation/M aritim e

• M itigation Planning
• M iss ion R eliability

M unitions  Ops
• A & E  R isk M anagem ent
• A & E  M sn &  S afety 

M anagem ent Plan
• A & E  Infrastructure A dequacy
• A & E  S torage and Handling
• Future Infrastructure 

R equirem ents
• S pecial Confirm ation for 

E xpeditionary
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T he A ssessm ent Conundrum  

• DT R A  M iss ion A ssurance A ssessm ent team s typically 
assess  m iss ion critical facilities  that are already in 
existence.

• T hese m iss ion critical facilities  are very rarely purpose 
built.

• T he m ajority of facilities  assessed have been ass igned 
by installation m aster planner without cons ideration 
given to m iss ion criticality, level of protection (LOP), 
or additional infrastructure res iliency requirem ent.

• R arely is  thought given to the installation 
infrastructure on which the facility depends  (i.e. 
inheritance of criticality, LOP, and res iliency).  
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Com m on Infrastructure Interdependencies
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Com m on Infrastructure Observations
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Com m on Protection Observations
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Image Legend:
1-Fragmentation Radius
2-Human Injury Contours
3-Structural Contours
4-Peak Shock Pressure Map
5-Structural Damage Map

2 3 4
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DoD Im plications

1. U se of the S ecurity E ngineering Planning Process  (U FC 
4-020-01) when cons idering facility construction or 
ass ignm ent.

2. U se of the A HT A  and 2020 DoD M A  B enchm arks  to 
assess  vulnerabilities  and develop risk m itigation 
m easures .

3. Consider utilizing Des igning for M iss ion S urvivability 
when determ ining infrastructure reliability and res iliency 
requirem ents  for critical facilities .  
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Industry Im plications  
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1. Partner with U S A CE , A FCE C, and N A V FA C to establish 
m iss ion focused installation planning and expansion 
initiatives

2. Partner with DoD installations  and agency s ites  to 
conduct s tudies  based on their current m iss ion and 
growth potential

3. Partner with m ajor com m ands that are experiencing 
consolidation and / or growth requirem ents

4. Develop and publish redundancy and res iliency best 
practices  to prom ote m iss ion survivability 
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