
November 15, 2022

WELCOME EVERYONE!
Thank You for Joining Us!

Jenny Bowers, President, SAME NoVA Post
Mid-Atlantic Director

State and Federal Programs, EXP US Services



DoD Environmental Security Technology Certification Program (ESTCP)
and

Building Cyber Security, Industry-Government Engagement (IGE) Effort
with 

Tim Tetreault, Program Manager, ESTCP Program Office
and

Lucian Niemeyer, CEO, Building Cyber Security
Date & Time:

November 15, 2022
11:30 AM - 12:30 PM, EST



PLEDGE OF ALLEGIANCE

I Pledge Allegiance To The Flag, Of 
The United States of America, And 

To The Republic, For Which It 
Stands, One Nation Under God, 

Indivisible, With Liberty, And 
Justice For All



SPONSORS



SAVE THE DATE
• December 2 – Arlington National Cemetery with Karen Durham-Aguilera and  

Colonel Thomas Austin, Update on the Arlington National Cemetery (ANC) 
Construction Program, Army Navy Country Club

• December 9 – SAME DC / NoVA / Mid-Maryland Posts , Leadership & Mentoring 
Program Graduation Dinner, Maggiano's Little Italy

• January 19th – 1st Annual NoVA Post Awards and Scholarship Ball, An evening affair, 
Semi-Black tie, Army Navy Country Club

Upcoming Events for NoVA Post FY2023 Calendar is COMING SOON!



Environmental 
Security Technology 
Certification 
Program (ESTCP)

Tim Tetreault
Nov 15, 2022

Energy and Water Resilience for 
Military Installations
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OSD’s Environmental Security Technology Certification Program (ESTCP)

Established in 1995 to:

Improve DoD’s 
environmental performance
Reduce costs
Enhance and Sustain 
Mission Capabilities

Demonstration and 

Validation Focus
~$30M 

Annual Budget

Annual Solicitations 

(DoD, Fed, Private Sector)

~70 
Active Projects 

Wide array of tech

Installation Energy & 
Water (EW) is 1 of 5
ESTCP Program Areas

Promote Implementation
DoD Collaboration, Tech Transfer
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The Process
 Solicitations issued annually – January
 Anyone (private, public, large, small…)
 Demonstrations conducted on military 

installations (US)
 Proposals selected based on:

– Technical merit
– Impact
– Applicability
– Cost

 Program assistance
– Demonstration sites
– Cybersecurity

Collect Inputs:  Tech 
Trends/Demand Signals 

(PUSH and PULL)

Develop & Issue 
Solicitation

Project SelectionProject Execution

Results / Feedback / 
Tech Transition



Technologies
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This chart is a count of all 
projects, FY 2007-22

 75 In Progress 
(27 FY22 New Start 

Selections)



Sample Projects
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 EW22-7278: Advancing Energy Resilience – Analysis of 
Anaerobic Co-digestion of Organic Wastes for Widespread 
Implementation on DOD Installations

 EW22-7311: Readiness Center Energy and Water Planning

 EW22-7348: Transferring Capability for Microgrids and 
Resilience in DoD Installations

 EW22-7394: Electric Mission Support Equipment 
Infrastructure and Management Study

 EW21-5179: Coupled Modeling to Support Evaluation of 
Mission-Assurance Risk from Disruption of Water 
Infrastructure

 EW22-7442: Cybersecurity for Energy Resilience

 Repot: Emergency diesel generator backup power systems for 
military bases
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November 29 – December 2, 2022 in Arlington, VA

Plenary Session the first morning with three days of 
Technical Sessions and one day with Short Courses

Over 1,000 attendees

Two different poster sessions

http://www.symposium.serdp-estcp.org/

www.SERDP-ESTCP.org

timothy.j.tetreault.civ@mail.mil
571.243.7341

Tim Tetreault
Program Manager
Installation Energy and Water 



www.buildingcybersecurity.org

Enhancing Cyber 
Protections 

Nov 2022

A SAME Industry/Government 
Engagement
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What is Cyber and Smart for Buildings?

Copyright© 2021 buildingcybersecurity.org No public release without permissionSAME 2022

O perational Technology (OT)

Programmable systems or devices that interact 
with the physical environment . E xamples 
include industrial control systems, building 
management systems, fire control systems, and 
physical access control mechanisms. 

Cyber Physical Systems (C PS)

An integration of sensing, computation, control 
and networking of physical objects and 
infrastructure, connecting them to the Internet 
and to each other. – B asis for smart 
technologies.
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What is the Cyber Security Threat?

• Bad Actors using weak IT security to exploit or compromise systems
• Steal data, intellectual property, financial information
• Extract payment through ransomware incidents
• Exploit or compromise technologies to disrupt service, create unsafe 

condition or destroy an asset
• Most compelling risk is a cyber attack on a system that can threaten 

the life, safety, or property of citizens
• Government have limited protections and response capabilities

Copyright© 2021 buildingcybersecurity.org No public release without permissionSAME 2022
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The U.S . G overnment R esponse
• M arch 2 0 2 2  - President B iden’s Statement on our N ation’s Cybersecurity

 “This is a critical moment to accelerate our work to improve domestic cybersecurity and bolster our national resilience.” 

 “Potential that Russia could conduct malicious cyber activity against the United States, including as a response to the 
unprecedented economic costs we’ve imposed on Russia 

 “Evolving intelligence that the Russian G overnment is exploring options for potential cyberattacks.

• M arch 2 0 2 2  - SE C  Proposes N ew  Cybersecurity  Disclosure R ules on Incident R eporting, R isk  
M anagement, Strategy, and G overnance

 “SEC  determined that investors would benefit from “more timely and consistent disclosures” by public companies of 
several categories of cybersecurity-related information:  (1) material cybersecurity incidents, (2) risk management and 
strategy, (3) governance, and (4) cybersecurity expertise among board members.”

 N ew rule require disclosure whether (1) the company has a cybersecurity risk assessment and management program (if 
so, the rule would require a description);  (2) the company engages third parties in connection with the program; and (3) 
the company has policies and procedures in place to evaluate cyber risks associated with third-party service providers.

• February 2 0 2 2  DH S Cyber Security  and Infrastructure A gency (C ISA ) – “ Shields Up”  Program

 “All organizations—regardless of size—adopt a heightened protection posture when it comes to cybersecurity and 
protecting their most critical assets.”

Copyright© 2021 buildingcybersecurity.org No public release without permissionSAME 2022
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Building Cyber Security

Copyright© 2021 buildingcybersecurity.org No public release without permission

A Non-Profit Organization Advancing Human Safety in a Smarter World

O ur M ission - E stablish and sustain cyber performance 
frameworks developed by stakeholders across multiple 
sectors and administered by a non-profit organization 
offering market-driven options and insurance incentives 
to promote cyber protections in controls and devices in 
an increasingly smart world.

O ur Vision - B uilding Cyber Security will improve human 
safety globally by incentivizing investments in 
operational technologies, processes, training, and 
recovery plans to enhance the security of cyber-physical 
systems against rapidly evolving threats in 
technologically advancing societies.

 D eveloped unprecedented performance framework 
of cyber protections for facilities with world’s leading 
standards organizations.

 Tested framework assessment in CO PT buildings in 
M ay 2022 – assessing results 

 Working with founding M ember, AO N , to establish the 
insurance incentive

 E ngaged with Insurance underwriters to update client 
risk assessments

 Partnered with Smart Building System manufacturers 

 Performing cyber assessment and consultation with 
public entities

 Working with investors on start up of for-profit entity 
for training, certifications, and managed services

A Solution to M itigate Cyber Risk

E stablished 2020

SAME 2022



SAME IGE Charter

Mission
• Increase understanding and mitigate cybersecurity risks to physical infrastructure and facilities owned 

and/or operated by federal agencies

• Identify ways that SAME can support federal agency partners in mitigating those risks.

Key Focus Areas :

 Identify/evaluate OT related risks to federal missions, assets, and personnel

 Cultivate cyber risk subject matter expertise both in industry and federal agencies
 Engage leading experts in protection of OT in building management systems
 Engage the facility engineering team in federal agencies
 Develop content in support of federal policy development
Proposed updates to targeted documents, starting with specifications (UFGS) and criteria (UFCs) related to Control System Cybersecurity UFC (UFC 4-010-
06) and UFGS (UFGS 25 10 10) as well as of the UFCs and UFGS for HVAC controls and Utility Monitoring and Control Systems. 

• https://www.wbdg.org/ffc/dod/unified-facilities-criteria-ufc/ufc-4-010-06

• https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-10-10

SAME 2022

https://www.wbdg.org/ffc/dod/unified-facilities-criteria-ufc/ufc-4-010-06
https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-10-10


SAME IGE Goals

Deliverables: 
White Paper on Reducing Cyber Risk in Smart OT for Federal Facilities and Infrastructure
 Discuss risks associated with smart OT in federal facilities (awareness, thought leadership)
 Discuss potential cyber risk mitigation strategies (awareness, thought leadership)
 Curated list of best practices for securing smart OT for federal facilities and infrastructure 

(awareness) 
 Proposed framework for analyzing risk and the criticality of mitigating vulnerabilities 

(awareness, advocacy)
 Design review checklist for protection of smart building management systems. (awareness)
 Recommended changes to applicable policies and specifications as informed by best 

practices (advocacy)

SAME 2022



SAME IGE Progress

 Kickoff Panel – DC/NoVA Post Meeting – 16 Sep 2021
 Charter approved and IGE Working Group established Oct 20, 2021
 Vector Check – SBC CEO Roundtable – Nov 2021
 Update to Federal Engineering Chiefs and SAME leadership at JETC – May 2022 
 Established Warfighting Seminar OT incident working group – Oct 2022
 Initial recommendations to SAME Executive Group – SBC – Nov 2022
 Conduct warfighting seminar and brief IGE recommendations – May 2023
 Cyber Commissioning Panel at JETC  - May 2023

SAME’s Executive Committee may consider extending and/or expanding 
the PT to address ongoing or emerging cyber issues or initiatives.

SAME 2022



A/E/C Firms are joining BCS to access cyber safety expertise for development of a cyber 
practice and the offer of a “Technologist of Record” for buildings and infrastructure 

Prelim Recommendations

• A/E/C Industry Recognizing Need to Engineer Cyber Safety into Projects
• Firewalls/airgaps are not the answer in an IT/OT convergence
• Collaboration between network and facility designers/engineers on specifications, 

configuration instructions, submittal reviews, and cyber commissioning requirements
• Using digital twinning and baseline building system performance metrics as the next 

generation of as-builts for smart technologies 
• Specifying new types of data transport architecture to be able to monitor smart 

technologies (ie Fiber to the edge)
• A/E/C needs to partner with cyber security firms offering OT protection capabilities
• Federal Facility engineers would benefit from OT cyber incident training
• Division 25 must be updated to account for smart building automation and cyber  

SAME 2022



The scenario includes input from building system manufacturers, facility designers, facility 
operators, and cyber security experts

Warfighting Seminar

Learning Objectives for Mission Recovery from a Cyber Attack to a Military Critical Asset
• Review processes to identify the critical systems and cyber vulnerabilities in a critical asset

within a risk management framework
• Identify proactive measures to protect critical systems and mitigate risk of a cyber attack
• Present methods to detect and confirm the origin and method of a cyber attack to a critical

system as well as extent of damage
• Develop checklists and protocols for military engineers to quickly isolate, respond and

communicate progress to the incident
• Assess options, probabilities and timing for the recovery of the missional essential system
• Identify programs to quickly share information within DOD and others on the source and

methods for the incident

SAME 2022



brian.may@buildingcybersecurity.org

Lucian@buildingcybersecurity.org

Lucian Niemeyer
(571) 277-3115

SAME 2022

mailto:brian.may@buildingcybersecurity.org
mailto:Lucian@buildingcybersecurity.org


Back up Slides

SAME 2022
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The Cyber G lobal Landscape

Cyber Threat Trend – From stealing data, to gaining access, to threatening human safety

• Increased Volatility  in Cyber Insurance Industry  – “ Is coverage even available  w ithout validated cyber 
performance? ”

 M erck prevails in court ruling over insurer for $1.75 billion “all-risk” policy to recover from 2017 cyber attack

 Lloyds of  London expands insurance exclusion clauses for “C yberwar” activities impacting companies.

 U.S. G eneral A ccountability  O ffice , “The extent to which cyber insurance will continue to be generally 
available and affordable remains uncertain. 

• 2 0 2 2  Cyber Threat H eadlines

 C N N (2/2/22) – “US officials prepare for potential Russian cyberattacks as Ukraine standoff continues” 

 A llianz R isk  B arometer – “ C yber perils are the biggest concern for companies globally in 2022” 

 G artner – “C yber enabled weaponized operational technology may cause human casualties”

 Dark  R eading – “Lights O ut:  C yberattacks in G ermany Shut Down Building Automation Systems”

Copyright© 2021 buildingcybersecurity.org No public release without permissionSAME 2022
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The Trends…

Copyright© 2021 buildingcybersecurity.org No public release without permission

M illions of N ew Attack Vectors are Added Every Day

Cyber-attacks are sited as

No.  1
in the top 10 global business risks 
according to the World Economic Forum

“Cyber attackers will have weaponized operational technology environments
to successfully harm or kill humans.”

SAME 2022
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The Trends…

Copyright© 2021 buildingcybersecurity.org No public release without permission

G rowing Cyber Threats Represent a C lear and Present Safety Risk

According to Gartner

75% of CEO’s will 

be personally  liable for cyber-physical 
security incidents by 2024 

SAME 2022
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• The nation’s top homeland security official is worried about an even more dire digital danger: 
killware, or cyberattacks that can literally end lives.

• “The hack of a water treatment facility in February 2021 demonstrated the grave risks that 
malicious cyber activity poses to public health and safety. The attacks are increasing in frequency 
and gravity, and cybersecurity must be a priority for all of us.”

• “Soon, CEOs won’t be able to plead ignorance or retreat behind insurance policies.”

Copyright© 2021 buildingcybersecurity.org No public release without permission

”The next big cyberthreat isn't ransomware. It's killware. 
And it's just as bad as it sounds.”

- October, 12, 2021

SAME 2022
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What is Needed to Mitigate the Risk?

Copyright© 2021 buildingcybersecurity.org No public release without permission

• Awareness of emerging cyber threats and collaboration between the private 
and public sector

• Tools - Dynamic design guidance and assessments of asset condition and risk 
beyond static checklists and audits

• Solution – National adoption of a cyber safety performance framework to 
monitor, validate, and update protections as the threat grows 

• Incentive – an ROI through insurance policies and other financial return

Cyber threats are an urgent matter of Public Safety in Buildings and Infrastructure

SAME 2022



Smart Buildings…

Copyright© 2021 buildingcybersecurity.org No public release without permission

A global performance 
framework to guide and 
incentivize the secure and 
safe integration of smart 
technologies into buildings 
and infrastructure that 
mitigates cyber risk for 
occupants is needed now.

SAME 2022



QUESTIONS



THANK YOU FOR YOUR CONTINUED SUPPORT OF THE 
SAME NOVA POST!

Please watch for emails, Post Newsletter, Social media 
posts!

Check out our website for future events and VOLUNTEER 
TODAY!

www.same.org/NOVA



SPONSORS
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