UNCLASSIFIED

US DoD Antiterrorism
Design Standards
In Europe

Task
For information to SAME Rhein Main Post members

Purpose
» Improve quality of AE incorporation of ATFP
requirements in project deliverables by clarifying US
DoD and EUCOM requirements, explaining USG
expectations for AEs, and providing resources to AEs

Information Brief

End State

25 August 2023 e Familiarity with applicable AT design criteria and
methodologies in order to correctly reference,
apply, and develop building design packages for
US DoD projects throughout Europe
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Agenda

* Antiterrorism ( AT) Requirement Sources
e Minimum AT Standards
* Additional Requirement Sources

* Facility Design Basis Threat

* AT Responsibilities and Roles
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AT Requirement Sources
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AT Requirement Sources,

History

1983 Beirut VBEIDs 7k Standoff &
Barracks kg/15k Ib barriers

1993 WTC VBIED 6 1042 Underground

606 kg/1,336 Ib parking

1995 Murrah VBIED at 15 ft. 168 258 Progressi ve
Federal 2,000 kg/4,800 Ib collapse
Building, OKC

1996 Khobar VBIED at 72 ft. 20 498 AT Design Codes
Towers, Saudi 11,000 kg/25,000 and MWN
Arabia Ib

1998 US Emb. VBIEDs 224 4000+ FDB & secondary
Kenya & 900 kg/2000 Ib fragmentation
Tanzania

2001 WTC Aircraft 2,996 6,000+ Emergency

management
2008 Mumbai (12) Firearms and 166 308 Coordinated
IEDs attacks

2014 Peshawar Firearms 141 114 Children (132)
Army Public
School

2017 OKC, VBIED 453 0 0 Persistent tactics
BancFirst kg/1000 Ib
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UNCLASSIFIED

AT Requirement Sources, History

e |ntent
- Minimize mass casualties

- Standardization across DoD to reduce
subjectivity for reasonable and justifiable
levels of threat and protection UNIFIED FACILITIES CRITERIA (UFC)

9 February 2012

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

* Evolution of DoD AT Requirements
- 1999: Interim after Khobar findings
- 2002: First version of UFC 4-010-01
- 2003: Standoff per 25 m & 45 m
- 2007: Minor changes
- 2012: Standoff per bldg. materials
- 2013: Minor changes

- 2018: VBIED threat tactic eliminated as
minimum standard (But not in EUCOM)
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AT Requirement Sources

* DoD Facilities
Unified Facilities Criteria (UFC)
- UFC 4-010-01 DoD Minimum Antiterrorism  Standards for

Buildings
UFC 4-010-03 Security Measures for High-Risk Personnel
UFC 4-020-01 DoD Security Engineering Facilities Planning Manual
UFC 4-020-02 DoD Security Engineering Facilities Design Manual
UFC 4-021-01 Mass Notification Systems

cul

UFC 4-022-01 Access Control Points
UFC 4-022-02 Selection of Vehicle Barriers HEADQUARTERS
Theater and Agency Supplements UNITED STATES

- U.S. European Command AT Operation s Order 23-01 | EUROPEAN COMMAND

- Army Europe Regulation 525- 13 Antiterrorism
IMCOM-Europe Guidelines for Offices

- DoDEA Protection Criteria 4-010-01

- Army Standard for Access Control Points, 2020 ANTITERRORISM

NATO ACO Directive 80-25 Force Protection OPERATIONS ORDER
23-01

cul
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Minimum AT Standards for Buildings
UFC 4-010-01

I UNCLASSIFIED Scott Turygan, P.E. / USAREUR-AF G34 AT As of: 23 Aug 23
Stronger Together! 314-537-3131 / scott.d.turygan.civ@army.mil g



UNCLASSIFIED

Minimum AT Standards, Introduction

* Applicability:

New Construction

Changes to E xisting Buildings
Change of Occupancy
Window Replacement Projects
HVAC Replacement Projects
Leased Buildings

See UFC for more ...

 Exemptions:

“Low Occupancy” Buildings (<11 people)
“Temporary” and Relocatable  Buildings ,
Transitional Spaces

Not Routinely Occupied

See UFC for more ...

UFC 4-010-01
12 December 2018
Change 2, 30 July 2022

UNIFIED FACILITIES CRITERIA (UFC)

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED
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7 N

8 Minimum AT Standards, Introduction

1

e UFC 4-020-01 must be used to determine the Design
Basis Threat (DBT) and Level Of Protection (LOP) for
each project

e Use minimum standards of UFC 4-010-01 and
EUCOM only when UFC 4-020-01 results In no
identified threat or level of protection
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Minimum AT Standards , 2018 Changes

*Not Applicable in USEUCOM AOR*
e Summary of 2018 UFC changes

Eliminated VBIED as minimum threat scenario (But notin EUCOM)

Only protects occupants from collateral damage of VBIEDs
targeting other buildings (But notin EUCOM)

Progressive collapse considerations no longer required for
existing buildings

Appendix B and C (extensive and includes windows )

* Impact
Less forgiving for omissions and errors of AT topics in project
development
Increased importance of AT stakeholder involvement in planning

Increased importance of performance and accuracy of facility DBT
Analysis

Increased importance of blast design
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Minimum AT Standards, Overview
*Revised by USEUCOM AT OPORD*

e UFC 4-010-01 Standards

- Site Planning - Architectural Design

« 1: Standoff Distances * 10: Glazing

« 2: Unobstructed Space  11: Building Entrance Layout

« 3: Drive -Up/Drop -Off Areas * 12: Exterior Doors

e 4 Access Roads » 13: Mail Rooms and Loading Docks

« 5: Parking Beneath Buildings or on * 14: Roof Access

Rooftops » 15: Overhead Mounted Architectural

- Structural Design Features

* 6: Progressive Collapse Resistance - Electrical & Mechanical Design

e 7: Structural Isolation » 16: Air Intakes

 8: Building Overhangs and » 17: Mail Room and Loading Dock

Breezeways Ventilation
* 9: Exterior Masonry Walls 18: Emergency Air Distribution Shutoff
19: Equipment Bracing
20: Under Building Access
21: Mass Notification
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Minimum AT Standards, Stds. 1-4
*Not Applicable in USEUCOM AOR*

_ Std 1 Standoff DIStanceS Figure 3-1 Installation Perimeter with Outer Clear Zone

» No standoff requirements from
roadways and parking within
controlled perimeter

» Required standoff to perimeteris  6-
15m

» Perimeter standoff not required for
existing buildings

- Std. 2: Unobstructed Space

» Unobstructed space setto 10 m,
parking allowed 2

* Eliminated restrictions for access
roads, etc.
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Minimum AT Standards, Std. 10&12 Glazing & Doors

*Not Applicable in USEUCOM AOR*

i Std. 10: Glazing j(E[M‘_JLT———'ELJ
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i Std. 12: Exterior Doors

i Doors not designed for blast,
need only to open outwards
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« EUCOM required VBIED DBTs and LOPs
* (Refer to EUCOM AT OPORD for values, omitted here for public release)

A Large Passenger Car of X kilograms

A VBIED DBT sizes are dependent on actual ACP operations, but NO LESS
THAN X kilograms inside and X kilograms outside an access controlled
installation

A (CUI) Mitigation of only Stationary VBIED tactic required for:
A Buildings with DBT Analysis LOP result of “Very Low”

A (CUI) Mitigation of Stationary and Moving VBIEDSs tactics required
for:
A Buildings with DBT Analysis LOP result of “Low” and higher, or
A Buildings with 50+ occupants

A (CUI) Inhabited buildings must provide at least a “Very Low” LOP
against VBIED threats

A (CUI) Inhabited buildings with 50+ occupants must provide at least a
“Low” LOP against VBIED threats
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« EUCOM design guidance for VBIED DBTs
A Impact: requires standoff, barriers, window designs, wall materials

A Standoff and Barriers
A Building standoff and wall materials to protect from VBIED
A Use Appendix B of UFC 4 -010-01 for VBIED design guidance
A Use Appendix C of UFC 4 -010-01 for standoff distances

A If moving VBIED threat, building standoff must be enforced with
continuous perimeter of passive and active barriers

A Active barriers shall be rated, but not required to be within
the DoD Anti -Ram Vehicle Barrier List

A Passive barriers not required to be rated if LOP is Medium or
less, but must comply with specifications within Annex D
e.g. height, embedment, spacing, weight
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iInimum EUCOM AT Standards, Stds. 1-4

EUCOM design standards for VBIED DBTs

With Controlled Perimeter

- Std. 1: Standoff Distances A S
» Required from parking, roadways, and a
perimeter, etc. S
» Use tables of UFC’s Appendix C
« If moving VBIED tactic applicable, standoff T T T T T
shall be enforced with barriers €eso _‘?"‘_"._‘?’_“_’.“_*F‘.”.’_"{ Note: CCSD =
$ e PO’TfFDﬂﬂf e Conventional
=g .| Building - | Canstruction
- Std. 2: Unobstructed Space od ¥ 4| standoff Distance
» Unobstructed space extends to end of gs - e 1 from Table C-1-4
standoff distance ; parking not allowed RSP === e
within — . pd .
S Mous S LA _
- Std. 3: Drive -Up/Drop -Off Areas o _j — —
- Std. 4: Access Roads S PP SOOIIS —
 If moving VBIED tactic applicable, access . towoccupancy 78 ]
shall be enforced with rated barrier - SDulding —
] Parking —
I O O O
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Minimum EUCOM AT Standards, Stds . 1-4

Example Standoff Table from Appendix C of UFC 4 -010-01

Table C-2 Representative Standoff Distances for Low Level of Protection ’

Construction * ___Explosive Weight (TNT)
55 lbs 220 lbs 550 Ibs 1,100 lbs 4 400 lbs
(25 kg) (100 kg) (250 kg) (500 kg) (2,000 kg)
LB 2 MLE 2 LB 2 MLB 32 LE 2 MNLB 2 LE 2 MNLE 2 LE 2 MNLE 2
Unreinforced European Cla 38 fi 2f 163 ft 59 fit 396 fit 148 ft 746 fi 34 ft 1614 ft 1146 ft
Masonry ¥ (11m) | Zm) | (50m) | (18m) | (121m) | (45m) | (228 m) | (96m) | (492m) | (349 m)
Reinforced Masonry * 28 ft 3 85t 30 ft 166 fi T21t 23 ft 120 ft 736 ft 326 ft
(9m) | (4m) | (26m) | (9m) | (51m) | (22m) | @83m) | (37m) | (224m) | (99m)
Reinforced Concrete # 221t 14 ft 104 ft 35 ft 234 fi 105 ft 424 fi 200 ft 1255 ft 663 ft
Tm) | (4m) | (32m) | (11m) | (@Im) | (32m) | (129m) | (61m) | (383 m) | (202 m)
Concrete roofs and Metal 13 ft 23ft 50 ft 92 ft 270 ft
Roofs w/ concrete topping? (4 m) (7 m) (15 m) (28 m) (82 m)
wWindows £ 51t 123 ft 197 ft 269 ft B45 ft
(15 m) (37 m) (60 m) (62 m) (166 m)
Minimum Standoff Distance 2 131t (4 m) 20t (6 m) 26 ft (8 m) 33t (10 m) 50 ft (15 m)

must be individually analyzed,
less than 16 m)*

*Standoff distance for windows and doors
and typically control (typically no
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Minimum EUCOM AT Standards, Std. 10&12 Glazing & Doors

« EUCOM design standards for VBIED DBTs
A Impact: requires standoff, barriers, window designs, wall materials

A Windows and Doors
A Do not use the UFC prescribed window makeup of Standard 10
A Windows and doors must be individually designed  based on
DBT, LOP, and standoff using Appendix B
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Minimum EUCOM AT Standards, Std. 10 Glazing

Windows often govern required standoff distance
For operable windows, both inner and outer glazing panes

shall be laminated

[ Annealed Glass

[ Heat Stengthened Glass
[_] Thermally Tempered Glass
Il Polycarbonate

Il PVB Interlaver

Outer Pane Airgap Inner Pane

Stronger Together!
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Minimum AT Standards in EUCOM AOR

*Summary of USEUCOM AT OPORD 23-01
effects in application *

- Std. 1: Standoff Distances

- Std. 2: Unobstructed Space

- Std. 3: Drive -Up/Drop -Off Areas
- Std. 4: Access Roads

- Std. 10: Glazing

- Std. 12: Exterior Doors
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Minimum AT Standards, Overview
*Revised by USEUCOM AT OPORD*

e UFC 4-010-01 Standards

- Site Planning - Architectural Design

« 1: Standoff Distances * 10: Glazing

e 2: Unobstructed Space « 11: Building Entrance Layout

« 3: Drive -Up/Drop -Off Areas * 12: Exterior Doors

e 4 Access Roads » 13: Mail Rooms and Loading Docks

« 5: Parking Beneath Buildings or on * 14: Roof Access

Rooftops e 15: Overhead Mounted Architectural

- Structural Design Features

« 6: Progressive Collapse Resistance - Electrical & Mechanical Design

7. Structural Isolation « 16: Air Intakes

« 8: Building Overhangs and » 17: Mail Room and Loading Dock

Breezeways Ventilation
 9: Exterior Masonry Walls 18: Emergency Air Distribution Shutoff
19: Equipment Bracing
20: Under Building Access
21: Mass Notification
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Minimum AT Standards, Std. 6 Prog. Collapse

* Std. 6: Progressive
Collapse

Localized failure =>
overloading and failure of
adjoining members

Disproportionate damage

Required for new buildings
» stories
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Minimum AT Standards, Stds. 15 & 19

- Std. 15: Overhead Mounted
Architectural Features

- Std. 19: Equipment Bracing

If > 14 kg, special mounting and
design requirements

Brussels Airport Bombing 2016
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Additional Requirement Sources
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Theater Specific Requirements

« USEUCOM AT OPORD 23-1,

Annex D (v2023), key contents: cul

A Each installation shall have at least one

engineer with SET HEADQUARTERS

A Reinforces requirements for Local DBT UNITED STATES
(installation- wide) and Facility DBT (asset EUROPEAN COMMAND
based); distinction, when, who

A Additional minimum tactics e.g. standoff
for stationary and moving VBIEDS

A Guidance for implementation and

technical design specifications ANTITERRORISM
_ _ . OPERATIONS ORDER
A Required AT documentation submissions 23-01

from planning through construction

A Process to request relief from AT cul

Construction Standards
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Theater Specific Requirements

e Other EUCOM design guidance

A Additional applicability considerations:
A Mitigation of Moving VBIED with existing building projects
A Building additions, 50% threshold
A Building renovations, can require elimination of existing parking
but not roadways

A Guidance for fragment retention film and blast curtains e.g. labeled
design life

A Ballistic protection requirements for permanent guard booths at
control points
A Minimum UL 752 Level 5
for all frontal components
A Minimum UL 752 Level 3
for all non -threatened sides ;
A Glazing will be no spall rated Threat Side

314-537-3131 / scott.d.turygan.civ@army.mil
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Other Specific Requirements

* Army Europe Regulation 525-13
Antiterrorism , Appendix E, Antiterrorism

Construction Standards
Perimeter countermobility
Access Control Point (ACP) search procedures
Centralized parking & cantonment areas
Active shooter (UFC 4-023-10 Safe Havens)
Facility operation and response plan

 The Army Standard for Access Control  Points:
A Definitive design requirements e.g. back-up generator and UPS

 DoDEA Protection Criteria 4 -010-01:
A 36 Standards of physical security and antiterrorism criteria following
similar structure and intent of UFC 4-010-01; additional school-specific
considerations e.g. lockdown interior doors
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Faclility Design Basis Threat
UFC 4-020-01
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Facility DBT

e UFC 4-020-01 DoD Security
Engineering Facilities Planning
Manual

Chapter 3 describes steps to perform
facility design basis threat (DBT)

Risk- asset management to establish
protection thresholds

Chapter 4 describes design strategies
Appendixes list cost impacts

UFC 4-020-01
11 September 2008

UNIFIED FACILITIES CRITERIA (UFC)

DoD Security Engineering
Facilities Planning Manual

DISTRIBUTION STATEMENT A: Approved for Public Release;
Distribution is unlimited.
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Facility DBT

e UFC 4-020-01 Chapter 3, Design Criteria Development

Risk is function of criticality, threat, and vulnerability
Step 1: Convene the planning team

Step 2: Identify assets

Step 3: Determine asset value

Step 4. Identify aggressor likelihoods

Step 5: Identify tactics and threat severity levels
Step 6: Consolidate into initial design basis threat (DBT)
Step 7: Determine initial level of protection (LOP)
Step 8: Determine planning risk levels

Step 9: Assess acceptability of risk levels

Step 10: Identify user constraints
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Facility DBT, Asset Value
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Facility DBT, Levels of Protection

Table 3-28. Applicable Levels of Protection

Tactic Threat Asset Value
5?’::- 0.75— § 0.86- 0.96- 1
rity
Level 0.85 0.95
Moving Vehicle Bomb Medium High
Stationarv Vehicle Bomb All Medim High
. Hand Delivered Devices | | Very Low' Low Medium High
1NQIrect FIre Weapons Very Low’ vieaium High
Direct Fire Weapons VH | Very Low' Medium’ High
L. M, | Very Low' N High
H
Forced Entry Very Low’ Medium Very High
Covert Entry Medium Very High
Visual Surveillance
Acoustic Eavesdropping Medium | Very High
Electrome Emanations All
Eavesdropping
Airbome Contaminants Very Low' High
Waterborne Contaminants Very Low' High
Waterfront Attack Very Low’ | Very High
Stronger Together! UNCLASSIFIED Scott Turygan, P.E. / USAREUR-AF G34 AT pq of: 23 Aug 23
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Facility DBT, Protection Performance

Level of Potential Building Potential Door and Glazing

Protection |Damage/Performance : Hazards Potential Injury

Below AT  [Severe damage. Progressive |Windows will fail catastrophically | Majorty of personnel in

standards' |collapse likely. Space in and |and result in lethal hazards. (High |collapse region suffer fatalities.
around damaged area will be |hazard rating) Potential fatalities in areas
unusable. Droors will be thrown into rooms.  |outside of collapsed area likely.

(Category V)

YVery Low [Heawy damage - Onset of * Glazimg will fracture, come out of | Majority of personnel in
structural collapse, but the frame, and iz likely to be damaged area suffer serious
progressive collapse is propelled into the building, with injuries with a potential for
unlikely. Space in and potential to cause serious injuries. (fataliies. Perscnnel in areas
around damaged area will be |{Low hazard rafing) outside damaged area will
unusable. expenence minor to moderate

* Doors will become dislodged injuries.
from the structure but will not
create a fiying debris hazard.
(Category V)
Low Moderate damage — Building |* Glazing will fracture, potentially | Majority of personnel in

damage will not be
economically repairable.

Progressive collapse will not
occur. Space in and around
damaged area will be
unusable.

come out of the frame, but at
reduced velocity, does not present
a significant injury hazard. {Very
low hazard rating)

* Doors will experience non-
catastrophic failure, but will have
permanent deformation and may
be inoperable. (Category Il

damaged area suffer minor to
moderate injuries with the
potential for a few serious
injuries, but fatalities are
unlikely. Personnel in areas
outside damaged areas will
potentially experience minor to
moderate injuries.

Minor damage — Building
damage will be economically
repairable.

Space in and around
damaged area can be used
and will be fully functional
after cleanup and repairs.

* Glazing will fracture, remain in
the frame and results in @ minimal
hazard consisting of glass dust
and slivers. (Minimal hazard and
No Hazard rafings)

* Doors will be openable but will
have permanent deformation.
(Category I}

Personnel in damaged area
potentially suffer minor to

are unlikely. Personnel in
areas outside damaged areas
will potentially experience
superficial injuries.

moderate injuries, but fatalities

Medium LOP to blast event

- Building: minor damage, repairable
- Glazing: fracture, but remain in frame

33

High® Minimal d ) * surface of glazing will |Onl rficial injuries 1Nl I 1+ 1
“ e famage 20! broak (Mo Broak havard - |ikety o e - Human: Injuries, but fatalities unllkely

Mo permanent deformations. |rating)

The facility will be

immediately operable. * Doors will be substaniially
unchangsd and fully operable.
(Category I}
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Facility DBT, Aggressor Likelihood

0.64

| UNCLASSIFIED Scott Turygan, P.E. / USAREUR-AF G34 AT As of: 23 Aug 23 34
Stronger Together! 314-537-3131 / scott.d.turygan.civ@army.mil g



UNCLASSIFIED

Facility DBT, Example Worksheet
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Facility DBT, Threat Parameters

Table 3-27 Threat Parameters

Aggressor Tactic Design Weapons Tools
Basis Threat Or Delivery Method
Moving and Special 9000 kg (19.800 1bs) TNT 18,000 kg / -~ 40,000 Ibs
Stationary Case'’ truck
Vehicle Devices Very High 2000 kg (4400 lbs) TINT, Fuel 7000 kg / - 15,000 1bs truck
High 500 kg (100 Ibs) TINT. Fuel 2300 kg / ~ 5500 lbs truck
Medinm 290 ke (550 1ha) TNT Fuel 1800 ke / ~ 4000 1hs car
Low | 100 kg (220 Ibs) TNT | 1800 kg /~ 4000 Ibs car
Very Low 253 kg (55 1bs) TNT 1800 kg / - 4000 1bs car
Hand Delivered High D, IED (up to 25 kg/55 Ibs TNT) &hand grenades None
Devices (Mail bomb limited to 1 kg/2.2 Ibs TNT)
Medium D, IED (up to 1 kg/2.2 Ibs TNT) & hand grenades
Low D
Indirect Fire Very High Improvised mortar (up to 20 kg/44 lbs TNT) None
Weapons Attack | High 122 mm rocket
Medium 82 mm mortar
Low Incendiary devices
Dhrect Fire Very High Light antitank weapons, and UL 752 Level 10 (12.7 None
Weapons Attack mm (050 caliber). 1 shot)
High UL 752 Level 9 (7.62mm NATO AP, 1 shot)
Medium UL 752 Level 5 (7.62mm NATO ball)
Low UL 752 Level 3 (.44 magnum)
Stronger Together! UNCLASSIFIED Scott Turygan, P.E. / USAREUR-AF G34 AT pq of: 23 Aug 23
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Facility DBT, Threat Parameters

* Custom threat tactics and protection thresholds also
possible e.g . SUAV surveillance/IEDs
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Facility DBT, Threat Parameters
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Facility DBT, Protection Parameters

e UFC 4-020-01 Chapter 4, Protection Design Strategies

Venhicle bomb tactics (stationary & moving)
Hand delivered devices
Indirect fire weapons
Direct fire weapons
- Low LOP: block sightlines
- High LOP: harden building elements (e.g. 4 RC for 7.62mm)
Airborne contamination tactic
Waterborne contamination tactic
Waterfront attack tactic
Forced entry tactic
i Low LOP: 1 min. delay
i High LOP: 15 min. delay
Covert entry tactic
Visual surveillance tactic

I UNCLASSIFIED Scott Turygan, P.E. / USAREUR-AF G34 AT As of: 23 Aug 23
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AT In Project Lifecycle

* |ndividual Buildings

Planning Design Construction

« Determine Design Basis Threats and Levels of Protection using
UFC 4-020-01 Chapter 3.

« List all required features in planning documents (e.g. SOW, PWS,
DD1391 for MILCON).

» Stay engaged with design progression and participate in design
reviews (35%, 65%, 95%) to ensure AT features are incorporated
as required in prev. planning documents and governing standards.

« Stay engaged with construction progression and perform site
iInspections to ensure constructed AT features match design.

* Also, AT in Area Development Plans

I UNCLASSIFIED Scott Turygan, P.E. / USAREUR-AF G34 AT As of: 23 Aug 23
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AT Roles in the DoD Structure

IMCOM-E, US Army Garrison Staff

* Antiterrorism Officer

* Physical Security Officer

e Chief of Protection

* DPW Engineer with Security Engineering
Training

 Higher Headquarters
* GOFPe.g.V Corps
e USAREUR-AF

e USACE Europe District

e AES

I UNCLASSIFIED Scott Turygan, P.E. / USAREUR-AF G34 AT As of: 23 Aug 23
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Holistic Approach

ar

e Defense in depth MOUDELOW o0 .n..  ARROWSLITS
- Deter | i
- Detect
- Deny
- Delay

- Defend
MURDER HOLE

* Sitework, building,
equipment, operations

* Multiple disciplines

S s
e Regular assessments D, T

at a disadvantage
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References and AT Engineer Resources

* Engineering References

USAREUR-AF Antiterrorism Engineering SharePoint page:
https ://armyeitaas.sharepoint -mil.us/sites/lUSAREUR -AF G34-
AT/SitePages/Engineering.aspx

Whole Building Design Guide, Unified Facilities Criteria_Library
U.S. Army Corps of Engineers, Protective Design_Center

i Software (facility DBT, blast analysis, structural member and windows
analysis), Engineering Technical Letters &  Reports, UFCs, Std. Drawings,
DoD Anti -Ram Vehicle Barrier List

FEMA 426, Ref. Manual to Mitigate Potential Terrorist __ Attacks Against _ Buildings
USEUCOM Antiterrorism Operations Order  23-01

US Army Europe Regulation 525-13 Antiterrorism

Joint Forward Operations Base, Protection Handbook (GTA 90-01-011)
Department of Homeland Security, Interagency Security Committee Standards
U.S. Department of _State, Foreign Affairs Manuals and Handbooks

e Threat Information

West Point, Combatting Terrorism _Center

University of Maryland, Global Terrorism _Database

Terrorism Research Initiative, Perspectives on Terrorism

Department of Homeland Security, National Terrorism__Advisory _System

314-537-3131 / scott.d.turygan.civ@army.mil
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USAREUR-AF AT Eng. SharePoint

ttps://armyeitaas.sharepoint-mil.us/sites/lUSAREUR-AF _G34-AT/SitePages/Engineering.aspx

Page Contents:
Eng REferenceS Antiterrorism Engineering

= E U CO M l \T O P O I z D ATOs, Engineers, and Protection Professionals - Welcome!
This page provides information and accountability for incorporating protective design considerations into
S oftware buildings throughout their planning, design, and construction phases,

Please remember this rule of thumb: newly constructed and rencvated buildings with more than 10 occupants

- DBT Analysis Spreadsheets t”',u,‘””‘“*"”'
- Instructions

- ATO roles for AT Eng.
- Templates

- DD1391 Tab G US DoD Antiterrorism ' e i s s g

- Design Review Memo @ R |

Overview of AT Design Standards in Europe:

UNCLASSFED

- News — I'm Vv
- Upcoming trainings
- Contact Info

- SET staff at each installation
- G 34 AT E N g | neers USAREUR-AF G-34 Design Basis Threat Training e

- AT Construction Tracker o 517

18 July 2019

usareurlist.g34-at-eng@mail.mil

Scott Turygan, P.E, LEED AP, CFl, PMP
Dsl 4-33 3

Recording of USAREUR-AF G34 Design Basis Threat Training:

aberkamp.mil@army.mi
IPR: Christopher.m.haberkamp.mil@mail.smil.mil

>
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Summary

AT Requirement Sources

e Minimum AT Standards

* Additional Requirement Sources

* Facility Design Basis Threat

* AT Responsibilities and Roles
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Questions & Discussion

Scott Turygan, P.E., PMP
US Army Europe and Africa

G34 Protection, Antiterrorism

DSN: 314-537-3131
Comm.: +49(0) 611-143-537-3131

Scott.D.Turygan.civ@army.mil
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ATFP Application on Direct Contracts

USACE Goals and Expectations for AEs:

¥4 Provide designs that comply with the applicable ATFP criteria

¥4 AE knowledgeable in all applicable ATFP standards

¥, AE capable in running blast design calculations on new and existing
buildings (SBEDS)

¥4 AE knowledgeable in how to specify ATFP compliant components
such as windows

BUILDING STRONG, ‘




ATFP Application on Direct Contracts

USACE Roles and responsibilities

Indirect Contracts (Bauamt projects):
¥, Per ABG 75: Provide detailed applicable US Code requirements:

% For ATFP:
™ Interpret DBT
™ Provide ATFP assessment:

Lays out detailed requirements on ATFP applicable standards, standoff
requirements, etc, addresses EUCOM OPORD

¥4 Review design documents against code requirements/assessment

Different for direct AE contracts

BUILDING STRONG, ‘




ATFP Application on Direct Contracts

USACE Roles and responsibilities

Direct Contracts:
¥4 Prepare AE SOW, identify project scope requirements

¥, Review design documents against AE SOW and
Code requirements

¥ Support Code interpretation

¥, Support Garrison on DBT assessments upon request from Garrison
ATO

¥4 Note: No USACE ATFP Assessment on direct projects

127( '%7 » $7)3 $VVHVVPHQW
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ATFP Application on Direct Contracts

AE SOW Reguirements

f O ATFP Site Plan — Provide a site plan clearly showing standoff distances,
unobstructed space, active and passive barriers in accordance with antiterrorism
requirements. (NOTE => This is an individual drawing)

f (4) ATFP compliance narrative;

v (@) All documents required to demonstrate compliance with UFC 4-010-01 and
HQ USEUCOM AT OPORD 23-01;

v (b) Narratives of how each applicable standard is met;
v (c) Applicable explosive weights and levels of protection;

v (d) Standoff distances provided, the unobstructed space, to include active and
passive barriers systems, must be clearly shown on an ATFP Site Plan;

v (e) Blast resistant window system and supporting structure calculations or test
results;

v (f) Building element dynamic analysis and design calculations for exterior wall
and roof construction per UFC 4-010-01 and HQ USEUCOM AT OPORD 23-01.

v (g) Progressive collapse calculations (where applicable)

BUILDING STRONG, ‘




ATFP Application on Direct Contracts

Example ATFP SITE PLAN:

BUILDING STRONG, ‘
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