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What do we currently do?

1. Huntsville Eng & Support Center Program Support
<+ Army Metering, ESS, UMCS, Ranges, FTI, Energy Programs

2. Control System Cybersecurity MCX (CSC-MCX)
< RFP/SOW/PWS Reviews
<+ Desi gn Reviews facility-related control systems cybersecurity.”
% Construction Submittal Reviews ER L LIOESE/838
< Design Support
< Direct District Support & Training

“..providing highly specialized expertise in




What do we currently do?

* Goal IS NOT to get an ATO (Authority to Operate)

* Goal IS to provide a secured system with supporting
documentation so that the system is technically capable of
receiving an ATO without the need for reconfiguration.

U.S. Army Corps of Engineers | Control System Cybersecurity Branch



Why |s Cybersecurity required?

* |s Cybersecurity Required?

— In accordance with Headquarters Department of the Army (HQDA) Executive Order (EXORD) 141-18 Facility
Related Control Systems (FRCS), April 2018, Section 3.D.1, “All new FRCS Projects, ESPC, UP, ERCIP, Military
Construction (MILCON), Utility Energy Service Contracts (UESC), ETC Projects that include FRCS, will
incorporate the Cybersecurity Requirements established in the Unified Facility Criteria (UFC) 4-010-06 and
meet the Risk Management Framework (RMF) requirements of Department of Defense (DOD) Instruction
8510.01, and Army Regulation (AR) 25-2”,

— U.S. Army Corps of Engineers (USACE) Engineering and Construction Bulletin (ECB) No. 2022-2 (January
2022) provides direction and guidance for the mandate to use UFC 4-010-06 and UFGS 25 05 11 for all
control systems designed or constructed by USACE, including those for UCACE Civil Works. The ECB also
clarifies USACE’s design and construction roles and responsibilities related to control system cybersecurity.

— USACE Military Programs Control System Cybersecurity Mandatory Center of Expertise (CSC-MCX),
Engineering Requlation (ER) 1110-1-8174 (October 2020) defines the Mandatory Services which must be
requested by, and provided to, USACE districts executing Military Programs projects that include facility-
related control systems or low voltage systems.




Risk Management framework (RMF)

/
Step 6

MONITOR
Security Controls

» Determine impact of changes to the
system and environment

Assess selected controls annually
Conduct needed remediation

Update SP, SAR and POA&M
Report security status to AO

AQ reviews reponted status
Implement system decommissioning
strategy

Step 5
AUTHORIZE
System

= Prepare the POA&M

» Submit Security Authorization
Package (SP, SAR and
POA&NM)to AOD

+ AO conducts final risk
determination

~+ AD makes authorization
- - decision

. . L - . .

Step 1
CATEGORIZE
System

+ Categonze the systemin accordance
with CNSSI 1253

+ Initiate the Security Plan (SP)

- Register system with DoD Component
IA Program

» Assign qualified personnel to RMF roles

RMF Process
forDoD IT

Systems

Step 4
ASSESS
Security Controls

= Develop and approve Secunty
Assessment Plan

» Assess security controls

« SCA prepares Security Assessment
Report (SAR)

= Conduct initial remediation actions

R

Step 2
SELECT
Security Controls

Commeon Control Identification.
Select secunty controls and
document SP

Develop system-level
continuous monitoring strategy
Review and approve SP and
continuous monitoring strategy

Step 3
IMPLEMENT
Security Controls

= Implement control solutions
consistent with DoD and
Component IA architectures.

» Document security control
implementation in SP

A

-

<

U.S. Army Corps of Engineers | Control System Cybersecurity Branch
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Risk Management framework (RMF)

U.S.

Step 1
CATEGORIZE
System

+ Categonze the systemin accordance

with CNSSI 1253

Initiate the Security Plan (SP)

= Register system with DoD Component
IA Program

« Assign qualified personnel to RMF roles

-

RMF Process
9 forDoD IT
Systems

Step 2
SELECT

Security Controls

- -

Common Control Identification.
Select secunty controls and
document SP

Develop system-level
continuous monitoring strategy
Review and approve SP and
continuous monitoring strategy

Step 3
IMPLEMENT
Security Controls

= Implement control solutions
consistent with DoD and
Component IA architectures.

+ Document security control
implementation in SP

F |
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Army Corps of Engineers | Control System Cybersecurity Branch



Big picture

Risk Management Framework (RMF) @
seeks an acceptable level of risk.

RMF has both Technical requirements
and Policy/Procedural requirements.

someone has accepted that risk.
All* systems must obtain an ATO.

An Authority to Operate (ATO) means @

U.S. Army Corps of Engineers | Control System Cybersecurity Branch



Control System

Goals IN DODVDesign/construction:

#1: Meet the functional requirements.
* Requirements should be driven by the mission.

* Example: If the mission doesn’t need a redundant system, the
cybersecurity controls shouldn’t prescribe one.

* Keep it simple.

* We can’t afford to secure and continuously monitor unnecessary
systems.

U.S. Army Corps of Engineers | Control System Cybersecurity Branch



control System

Goals IN DODVDesign/construction:

#2: Provide a secured/hardened system.
e Goal IS NOT to get an ATO (Authority to Operate)

* Goal IS to provide a secured system with supporting
documentation so that the system is technically capable of
receiving an ATO without the need for reconfiguration.

U.S. Army Corps of Engineers | Control System Cybersecurity Branch



Unified Facilities Criteria (UFC)

UFC 4-010-06
* Theory/Concept/Framework

* Contents:

* |Integrates elements of RMF (Steps 1-3)

* Requirements for FRCS in Design

* Narrow Focus — Design, not life cycle

* Guidance to Designers-of-Record

Required Documentation



Unified Facilities Guide Spec (UFGS)
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USACE / NAVFAC / AFCEC / NASA UFGS-25 05 11 (May 2021)
Preparing Activity: USACE Superseding

UFGS-25 05 11 (November 2017)

* Implements Cybersecurity during Construction e RS e st vt a2

SECTION 25

* Consolidates all cyber submittals in one Spec. s e

NOTE: This guide specification covers the

. z
L Cove rs LOW a n d IVI O D E R A I E I I I | a Ct F R CS requirements for cybersecurity for LOW and MODERATE
p impact facility-related control systems to meet the
requirements of the Department of Defense Risk
Management Framework (RMF).

L] . . L]
[ Adhere to Unified Facilities Guide
ole Building Design Guide (www.wbdg.org S o e R o i
this guide specification or preparing new project

specification sections. Edit this guide
specification for project specific requirements by

[ ] 1 1 1 1 . adding, deleting, or revising text. For bracketed
a I O rl ng O p IO n S ava I a e . items, choose applicable item(s) or insert
appropriate information.
Remove information and requirements not required in

. respective project, whether or not brackets are
ow/Moderate

Comments, suggestions and recommended changes for
this guide specification are welcome and should be

e Army/Air Force




FRCS Design Process

Step 1: Determine the System’s Impact Rating [Categorization]

Cybersecurity: Practices designed to protect the confidentiality,
integrity, and availability of information systems and data.

C-I-A (aka “Impact Rating”)
L-M-H (Low — Moderate — High)



What is an “Impact Rating”?

What is C-I-A? What is Impact Level?
« C- Confidentiality: A loss of The loss of confidentiality, integrity or
confidentiality is the unauthorized availability could be expected to have

d...
LIMITED (LOW)

disclosure of information.
* |—Integrity: A loss of integrity is the

unauthorized modification or SERIOUS (MODERATE)
destruction of information. SEVERE or CATASTROPHIC (HIGH)
« A-—Availability: A loss of availability ..adverse effect on organizational
is the disruption of access to or use operations, organizational assets, or

. . individuals.
of information or a system.

FIPS 199, Standards for Security Categorization of Federal Information and Information Systems



https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.199.pdf

Step 1 - Continued

Step 1: Determine the System’s Impact Rating [Continued]
* Provided by the System Owner (SO), Authorizing Official (AO)

* Ideally, this is defined during the 1391 development.

* If aratingis not provided [for each system], submit an RFI.

* |f they fail to respond, document that in the Design Analysis (DA) and make an assumption.
* Each system’s impact rating and how it was obtained should be documented in the DA.

. Ifyou’re modifying an existing system, there is a [small, but growing] chance that an ATO
No"_e » exists for that system. If so, then there will be an already approved Impact Rating. May need
to discuss with the customer whether the project will significantly change the system or its
impact on mission.



Step 2a

Step 2a: Generate the list of potentially applicable controls.

* UFC 4-010-06, Appendix F
* High-Level Policy Requirements

. Ifyou’re modifying an existing system
Note * with an existing ATO, there will be an
already approved controls list that may

apply.

Security
Control
1D

Security Control Name and Design Guidance

AC-8

Least Privilege: Within the control system (as opposed to the Platform
Enclave) least privilege should be met by specifications that limit
functionality at the front end by user and roles (e.g., some users can only
viewpoints, others can change values, etc.). Note the DoD definition of
what requires explicit authorization includes (for a control system)
everything — up to and including hardware. This may not be practical.
Designer would need to ensure implementation via project specification
requirements including physical security. Mote also that AC-6 (2) requires
that control system operators with access to privileged functions (via login
to a privileged account) have a separate account when accessing non-
privileged functions. This is probably not practical, or desirable for control
system applications when considering the role that operators play (where
it's impractical to expect an operator to log out and then back in to override
a point, for example).

AC-7

Unsuccessful Logon Attempts: Note that a requirement for a HIGH
availability at the front end may preclude locking out an account for failled
login attempts. This control may be impractical below Level 3 and, even at
Level 4, may only be implemented by login to the O3S as a prerequisite for
access to the control system. Designer needs to identify where this can be
supported and include requirements in the specification where this is
needed. The UFGS groups interfaces by level of account support, then
provides different requirements for each group.




Step 2a - Continued

* Control Structure and Organization:

— Security controls are organized into 20 families

— Each family contains controls that are related to the specific topic of the family

— A two-character identifier uniguely identifies each control family
TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

Families of controls
contain base controls

and control enhancements,
directly related to their
base controls.

Control enhancements
either add functionality or
specificity to a base
control or increase the
strength of a base control.

FAMILY

FAMILY

Access Control

Physical and Environmental Protection

Awareness and Training

Planning

Audit and Accountability

Program Management

Assessment, Authorization, and Monitoring

Personnel Security

Configuration Management

Pll Processing and Transparency

Contingency Planning

Risk Assessment

Identification and Authentication

System and Services Acquisition

Incident Response

System and Communications Protection

Maintenance

System and Information Integrity

EEBIEE(RERIBIZIB| S

Media Protection

22 |B R (EI=R2I=|R S

Supply Chain Risk Management




Step 2b

Step 2b: Identification of CCls (Control Correlation Indicators)
From DoD Cyber Exchange (https://public.cyber.mil/stigs/cci/)

CCI-000043

AC-7(a)

The organization defines the
maximum number of consecutive
invalid logon attempts to the
information system by a user during
an organization-defined time pernod.

CCI-000044

AC-7(a)

The information system enforces the
organization-defined limit of
consecutive invalid logon attempts by
a user during the organization-defined
fime period.

AC-T

Unsuccessful Logon Attempts: Note that a requirement for a HIGH
availability at the front end may preclude locking out an account for failed
login attempts. This control may be impractical below Level 3 and, even at
Level 4, may only be implemented by login to the OS as a prerequisite for
access fo the control system. Designer needs to identify where this can be
supported and include requirements in the specification where this is
needed. The UFGS groups interfaces by level of account support, then
provides different requirements for each group.

CCI-001423

AC-7(a)

The organization defines the time
period in which the organization-
defined maximum number of
consecutive invalid logon attempts
OCCUr.

Control AC-7

CCI-002236

AC-7(b)

The organization defines the time
period the information system will
automatically lock the account or
node when the maximum number of
unsuccessiul attempts is exceeded.

[some] Corresponding CCls



https://public.cyber.mil/stigs/cci/

Controls & CCI Example

Control Family: AC ey Access Control
Control: AC-2 ey Account Management

Sub-Element AC-2 (g) === “The organization monitors the use of IS accounts”
Enhancement: AC-2(4) === “The IS automatically audits account creation, modification,

enabling, disabling, and removal actions and notifies
[organization-defined personnel or roles]”

CCl-000018 = “The|S automatically audits account creation actions”

CCI-001403 —_— “The IS automatically audits account modification
actions.”

CCI-001683 > “The IS notifies organization-defined personnel or roles
for account creation actions.”

Some context. In total:

* AC-2 has 11 sub-elements, 13 enhancements, 66 CCls

* |Intotal: ~180 Controls, ~¥1370 sub-elements and enhancements, > 2700 CCls
e >900 CCls to consider for a LOW Impact system; >1600 for MODERATE



Step 2c

Step 2c: Categorization of the applicable CCls.

*UFC 4-010-06, Appendix G

*Which CCls apply to FRCS and are the designer’s responsibility.
*Which impact level specific CCls apply to (LOW or MODERATE).

*After filtering these down, this is your baseline CCl set.

Table G-1 Summary of CCls for LOW and MODERATE Impact Systems
800-53 Applies At Or Applicable to a
CCl# Control Text Above Table Reference Control
Indicator Impact System?
CCI-002107 AC-1(a) LOW Mone (Non-Designer) TRUE
CCI-002108 AC-1(a) LOW Mone (Non-Designer) TRUE
CCI-000001 AC-1(a)(1) LOW Mone (Non-Designer) TRUE




CCl - Categorization

Classification— This column was completed by the Designer. The CCl list was reviewed and

classified as applicable, not applicable (N/A), or impractical. The applicable CCls are included
within the specification and any N/A or impractical CCls are removed from the specification. The
following classifications have been defined:

— APPLICABLE (Designer)— These are actionable controls. Controls that fall within this category must be
applied during installation provided the control system has the capability. These have been identified by
the Designer as controls that the control system should be able to accept.

— N/A (May be implemented by others) — These are non-actionable controls. These controls either do not
apply or they are policy based and will be implemented by the installation as appropriate.

— IMPRACTICAL(Not Applied or Capable) — These are non-actionable controls. Those marked impractical
are typically controls meant for the IT environment that are not practical to be applied in the OT
environment for control systems. They are impractical due to safety issues or the equipment simply
cannot accept these controls but are included because they are listed in UFC 4-010-06 Table H-1 as
required for the C-I-A impact assigned.




Step 3

Step 3: Start tailoring the 25 05 11 specification.

Cat

3.2 nsuccessful Logon Attempts

{For Government Reference Only:

CCI-002237, CCI-002238})

This subpart {and its subparts) relate to

AC=7 (a), AC=T7 (bB); CCI-000043, CCI-000044, CCI-001423, CCI-00Z2Z36,

CCl list documented during design

Lad

Contractor is
implementing six=
(6) CCls

.3.2.2 Dewvices FULLY Supporting Accounts

P

0k

\Contractor configures the

Devices which FULLY support accounts must meet the following device during construction
requirements. _ to meet a, b, and c below
a. It must lock the user account when three unsuccessful logon attempts

goccur within a 15 minute interval.

Once an account 1z locked, the account must stay locked until unlocked
By an administrator., If the account being locked is the sole
administrator account on the device, the account must stay locked for
1l hour and then auvtomatically unlock.

Onee the indicated number of unsuccessful logon attempts occours, delay
further logon prompts by 5 seconds.



Step 3 - Continued

Step 3: Continue tailoring the 25 05 11 specification.
* Eliminate the paragraphs for ‘N/A’ or ‘Impractical’ CCls

* |Include any site or system-specific requirements.
* Ex. An existing ATO’s Configuration Management requirements
* Ex. The office/department responsible for issuing IP addresses.



Design Submittals

SECTION 2.8 Cybersecurity Narrative

This section describes the cybersecurﬂy requirements for F
Systems (FRCS) within the Combat Small Arms Ran,
Air Base in South Korea. UFC 4-010-06, Cy
Systems, is the authoritative criteria tobey
project.

acility Related Controf
ge (CSAR) to be located at Kunsan

bersecun'ty for Facility Related Contro)
sed in developing specifications on thig

Concept Design Expectations (35%)
* Separate Cybersecurity chapter in the DA

2.8.1 Design Criterig and References

: ity of Facility-Related Controf Systems (Change 1, 18
January 201 7)
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 UFGS: Table of Con . m
One 25 05 11 entry for each facility-related control syste
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IP Network
ExemalioC5S

UFC 4-010-06 5-Level Control System Architecture

| |
( IP Network External to Control System (CS) D

|
fl Connection Components b I
(Firewalls, DMZ, Proxies, Servers elc)

e ©

What Level is the FRCS at?

| Lo | [© ) Cosmsois Compsamis Control System (CS) PIT Authorization Boundary | .
i [ e Level 5: External Connection and
I And CS Q (;B g l_[ C 5 Managemaent J I
| B : et e e | Control System Management
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| csbmtns 55 é é é | Level 4: Control System Front End
| Network. | clm%mi | and Control System IP Network
Lovel 3 . . .
Fild Point o W ﬁ q;, Q;. [:] e D P | Level 3: Field Point of Connection
(FPOC) s Mm l (FPOC)
System (17 P é L L ! Level 2: Field Control System (IP)
Level1 TN = Noa-iP Network 1N — NondP Hetwork T 1N = HondP Network

Field Control .
System
(mondF) :

I Level 0
Field Control
System

THI5) 2 .
= AT A ES e

networ ked) L?_"_‘_‘_"" swnandiduetion AR B

| Level 1: Field Control System (Non-
1P

............................... J . I
E

| Level O: Sensors and Actuators

e JAnSensoandAcvaten

24



Design Submittals

Design Development Expectations (65%)
 Updated DA that is consistent across disciplines and drawings

e CCl lists are relatively finalized and properly annotated.
 Basis-of-design products align with cybersecurity approach.

* Draft 25 05 11 specification for each system

2505 11 is generally tailored to the specific control system
(in accordance with CCls)

* There are no inconsistencies between the 25 05 11 and other
specs/drawings




Design Submittals

Pre-Final Design Expectations (95% - 100%)

 Each 25 05 11 is complete and fully tailored to each system.
* The CCls are finalized and fully incorporated into the specs

* “N/A” or “Impractical” CCls have been removed from the specs
* No inconsistencies between spec sections

* No inconsistencies between the 25 05 11 and the drawings




UFGS Construction Submittals

= Contractor is responsible for UFGS 25 05 11, Paragraph 1.6 Submittals:

= SD-01 Preconstruction Submittals = SD-06 Test Reports
Wireless and Wired Broadcast Communication Request; G Wireless Communication Test Report; G
Device Account Lock Exception Request; G Control System Cybersecurity Testing Procedures; G
Multiple Ethernet Connection Device Request; G Control System Cybersecurity Testing Report; G
Contractor Computer Cybersecurity Compliance Statements; G = SD-07 Certificates

Contractor Temporary Network Cybersecurity Compliance Statements; G Software Licenses: G

= SD-11 Closeout Submittals
Confidential Password Report; G

Cybersecurity Subject Matter Expert Qualifications; G*
Computing Environment (System Administrator); G*
Cybersecurity Interconnection Schedule; G

Protection of Information At Rest Proposal; G Password Change Summary Report; G

Proposed STIG and SRG Applicability Report; G

= SD-02 Shop Drawings
Network Communication Report; G

Enclosure Keys; G
Software and Configuration Backups; G
Auditing Front End Software; G
Device Audit Record Upload Software; G
Cybersecurity Riser Diagram; G System Maintenance Tool Software; G
= SD-03 Product Data Control System Scanning Tools; G

Control System Cybersecurity Documentation; G STIG, SRG and Vendor Guide Compliance Result Report; G
Control System Inventory Report; G

Integrity Verification Software; G



Clearly Defined Responsibilities — Designer

 Designer of Record:

— |Identifies FRCS and documents Cybersecurity Design per UFC 4-010-
06

— Conducts internal discipline coordination (e.g., Mechanical, Electrical,
Fire, Telecom, SCADA) during design and the quality control reviews

— |Identifies Contractor vs. Government responsibilities during
construction



Clearly Defined Responsibilities — Designer

a a
3,
>z,

e Designer of Record:

— ldentifies required coordination with Government; the following should be known:
* Who is responsible for implementing Cybersecurity on the HVAC/DDC system at the facility?

* Who is responsible to coordinate GFGI Field Point of Connection (FPOC) / Network Switch for
connection to an existing base-wide front end Utility Monitoring and Control System (UMCS)?

* Who is responsible for base-wide front end reprogramming?

 Who is responsible to coordinate operability, functionality, and communications with base-wide
front end with Government witness?

— Edits UFGS 25 05 11 based on applicable CCls (security controls) for each FRCS and
ensures alignment with Control System specifications

CCIs (security controls) drive the Cybersecurity Design included in UFGS 25 05 11




Clearly Defined Responsibilities - Contractor

* Contractor:

Responsible for implementing UFGS 25 05 11
in concert with Control System specifications




Questions?
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